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Abstract:In this paper, approximation via lattice reduction is described and is adapted in implementing Wiener Attack on RSA cryptosystem with lattice reduction. 
The continued fraction based arguments of Wiener Attack are implemented with the Lattice based arguments and the LLL algorithm is used for reducing a basis of 

a lattice. 
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1 INTRODUCTION 

 

Wiener Attack on RSA cryptosystem for N=pq is based on the idea that certain bound of the decryption exponent d allow the 

fraction 
t

d
 to be a convergent of 

e

N
 for e the encryption exponent and t= 

ed−1

ϕ(N)
.This search of the convergent 

t

d
 is interpreted in 

this paper as finding a short vector of a positive definite quadratic form q(x,y). This may be attained by applying LLL algorithm 

for the corresponding lattice of q(x,y). In this context, we first describe approximation via lattice reduction and obtain the short 

vector, by applying LLL algorithm. Later, this idea is interpreted for Wiener Attack.  

 

2 WIENER ATTACK ON RSA 

 

The approximation of a real number α by a rational number 
y

x
, as suggested by approximation theorem is obtained in the class of 

convergents of α[3]. 

Theorem 1 (Approximation Theorem): If α is a real number, and 
y

x
 is a rational number with |α− 

y

x
|≤ 

1

2x
2,x≥1 , then 

y

x
 must be 

a convergent for α.  

If N=pq, for q<p<2q is the modulus for RSA, e is the public enciphering exponent and d is the deciphering exponent such that 

ed−1=ϕ(N)t, the main idea of Wiener’s attack is that certain restrictions on d allow the fraction 
t

d
 to be a convergent of 

e

N
, which 

may be proved from the estimation of ϕ(N) as, N−3 N<ϕ(N)<N. Wiener Attack is based on the following theorem. 

Theorem 2  Let (N,e) be the public key with N=pq such that q<p<2q and d< 
N

1/4

 6
 then | 

e

N
− 

t

d
|≤ 

1

2d
2.  

Proof.  From the right inequality of the above result, we have  

 N−3 N< 
ed−1

t
 

 t(N−3 N)<ed−1 

 
tN−3 Nt

dN
< 

ed−1

dN
 

 
t

d
− 

e

N
< 

3t

d N
− 

1

dN
   (1) 

Also,  

 ed+1=ϕ(N)t+2 
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 <tN+3t N              as  2<3t N 

 
ed+1

dN
< 

tN+3t N

dN
 

 
1

dN
− 

3t

d N
< 

t

d
− 

e

N
 

 − 








 
3t

d N
− 

1

dN
< 

t

d
− 

e

N
   (2) 

From, (1) and (2) we have, 

 

 








 
e

N
− 

t

d
< 

3t

d N
 

which implies,  

 








 
e

N
− 

t

d
< 

3

 N
           as  t<d 

 








 
e

N
− 

t

d
< 

1

2d2           as  d< 
N1/4

 6
. 

Hence by approximation theorem it follows that 
t

d
 is a convergent of 

e

N
. □ 

Wiener Attack on RSA basically searches the convergent 
t

d
 from the class of convergents of 

e

N
 that lead to (p,q,d).  

Theorem 3 (Wiener Attack): Let d≤ 
N

 
1

4

 6
 and for any convergent 

t'

d'
 of 

e

N
, take ϕ'(N)= 

ed'−1

t'
,x'= 

N−ϕ'(N)+1

2
 and y'= x'

2
−N. If 

x',y'∈N, then the private key (q,p,d)=(x'−y',x'+y',d'). 

Therefore, the search of 
t

d
 leading to solution (p,q,d) may be obtained form the class of convergents of 

e

N
. This search of integers 

y and x now can be interpreted as finding a short vector (x,y) of some quadratic form [11] in the following.  

 

3  IMPLEMENTATION OF WIENER’S ATTACK IN TERMS OF LATTICE REDUCTION 

Definition 1  A Lattice L is a discrete additive subgroup of R
m

, that is L is the Z−span of a linearly independent subset of R
m

: 

 L=Zb
1
+Zb

2
+…+Zb

n
 

with the quadratic form q(x)=<x,x>, for x∈L. The vectors b
1
,b

2
,…,b

n
 are a basis for L, and A=[<b

i
,b

j
>]

1≤i,j≤n
 is the 

corresponding Gram matrix also note q(x)=x
T
Ax.  

Definition 2  The short vector in a lattice L is a nonzero vector v∈L that minimizes the Euclidean norm ||v||.  

Definition 3  Let B=<b
1
,b

2
,…,b

n
>  be a basis for a lattice L and let B

*
=<b

*

1,b
*

2,…,b
*

n>  be the associated Gram - Schmidt 

orthogonal basis. The basis B is said to be LLL reduced if it satisfies the following two conditions: 

1. |μ
i,j

|= 

|b
i
 b

*

j |

||b
*

j ||
2
≤ 

1

2
 for all 1≤j<i≤n. 

2. ||b
*

i ||
2
≥( 

3

4
−μ

2

i,i−1)||v
*

i−1||
2

 for all 1<i≤n. 

Theorem 4  Let L be a lattice of dimension n. Any LLL reduced basis <b
'

1,b
'

2,…,b
'

n>  for L has the following two properties: 

1. 
i=1

n
 ||v

i
||≤2

n(n−1)/4detL. 
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2. ||v
j
||≤2

(i−1)/2
||v

*

i || for all 1≤j≤i≤n.  

Remark 1  The LLL algorithm comes close to solve SVP in small dimensions, as the initial vector in an LLL reduced basis 

satisfies ||v
1
||≤2

n(n−1)/4
|detL|

1/n
.  

If N=pq, for q<p<2q is the modulus for RSA, e is the public enciphering exponent and d is the deciphering exponent such that 

ed−1=ϕ(N)t, we now implement the Wiener Attack via Lattice reduction. In this context we first note any short vector (x,y) of a 

quadratic form q(x,y)=M( αx−y)
2
+ 

1

M
x

2
 for M=10

s
, is such that 

y

x
 is a rational approximation of α.  

Theorem 5 If α is a real number then for M=10
s
, for some s>0, integer with  α a decimal approximation of α to precision 

1

M
, any 

short vector (x,y) of the quadratic form q(x,y)=M( αx−y)
2
+ 

1

M
x

2
 is such that 

y

x
 is a rational approximation of α.  

Proof.  For a given α choose M with  α, a decimal approximation to 
1

M
 and the quadratic form q(x,y)=M( αx−y)

2
+ 

1

M
x

2
 . Now, 

we obtain the short vector (x,y) by reducing the lattice Z
2
 equipped with quadratic form, 

 q(x,y)=M(  αx−y)2+ 
1

M
x2  

The 2-dimensional Gram-matrix associated with the quadratic form is given by a symmetric positive definite 

matrix,  

 A= 










 
 α2M+ 

1

M
− αM

− αM M
 

whose determinant is 1, and hence it corresponds to a lattice of determinant 1 . 

The underlying lattice in the Euclidean space R2 is given by the matrix B, 

 B= 











 
 

1

 M
0

 α M− M

 

whose columns forms a basis for the lattice. Let b
i
's be the rows of BT. Applying LLL algorithm to BT, the 

resultant of LLL is then a reduced basis B' of the same lattice. As B and B'T are the matrices whose columns 

represent basis of the same lattice,d B and B' are related by integer unimodular transformation matrix, U as 

BU=B'T. Therefore, the matrix U, is obtained by U=B−1B'T,  

 U= 






 
ab

cd
 

the vector(a,c) short vector (x,y). This short vector (x,y) is such that 
y

x
 is a rational approximation of α.  

By LLL for any short vector (x
1
,x

2
,....,x

n
)  we have q(x

1
,...x

n
)≤2 

n−1

2  detq 1n, Thus, we have for the 

2-dimensional lattice L above q(x,y)≤ 2 . 

Therefore, we have  
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 q(x,y)  =M(  αx−y)2+ 
1

M
x2≤ 2 

 M(  αx−y)2 ≤ 2  and   
1

M
x2≤ 2 

 ( αx−y)2 ≤ 
 2

M
  and  x2≤ 2M 

 | αx−y|2 ≤ 
 2

M
  and  |x|2≤ 2M 

Now, as  α is a decimal approximation of α to precision 
1

M
, we have |α−  α|≤ 

1

M
 and using the inequalities above, we get: 

           |αx−y|=|αx−  αx+  αx−y| 

                       ≤|αx−  αx|+| αx−y| 

                       =| x(α−  α)|+|  αx−y| 

                       =| x||(α−  α)|+| αx−y| 

≤2
 
14 M 

1

M
+ 

2
 
1

4

 M
  

=2.2
 
14. 

1

 M
 

=2.2
 
14. 

1

 M
 

=2
 
54. 

1

 M
 

which implies, |α− 
y

x
|=| 

αx−y

x
|≤ 

2
 
5

4

 Mx
≤ 

2
 
3

2

x
2 = 

1

kx
2, for k= 

1

2
 
3

2

. 

Therefore,as for all k< 5 by [6] we have 
y

x
 is a rational approximation of α, 

y

x
 is a rational approximation of α □ 

In the following theorem (d,t) is interpreted as a short vector. 

Theorem 6  Let N=pq, for q<p<2q be the modulus for RSA, e be the public enciphering exponent and d be the deciphering 

exponent. Then for t such that ed−1=ϕ(N)t, (d,t) is a short vector of a lattice Z
2
 equipped with a quadratic form  

 q(d,t)=M(   
e

N
d−t)2+ 

1

M
d2  

for an appropriate M. 

Proof.  First note for each choice of M=10
l
 for some l, and   

e

N
 decimal approximation of 

e

N
 to the precision 

1

M
 we reduce the 

lattice Z
2
 with a quadratic form q(x,y) in the variables d,t given as 

 

 q(d,t)=M 








( 
ē

N
)d−t

2

+ 
1

M
d2,  

and the 2-dimensional Gram-matrix for the above is given as 

 

 A= 











 

 








  
e

N

2

M+ 
1

M
− 








  
e

N
M

− 








  
e

N
M M

 

and note the corresponding lattice in R2 is given by the basis as columns of matrix B given as  
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 B= 











 

 
1

 M
0

 ( 
e

N
) M− M

 

which may be deduced by the results in Lattices and Quadratic Forms of [4]. Now applying LLL algorithm to B
T
, we get reduced 

basis matrix B' and repeating the arguments as above we have a integer umimodular transformation matrix U  

 U= 






 
ab

cd
 

with (a,c) as short vector obtained for the choice of M=10
l
 

Now note for any (v,u) such that 
u

v
 is an approximation of 

e

N
, we have 

 

 q(v,u)=M(   
e

N
v−u)2+ 

1

M
v2  

 =Mv(   
e

N
− 

u

v
)2+ 

1

M
v2 

 =MvO( 
1

v4)+ 
v2

M
 

 =O( 
M

v3)+O( 
v2

M
) 

=O(1)+O( 
v

2

M
) 

 

 ⇒q(v,u)=O(1)+O( 
v2

M
)  

Therefore, for any short vector (v,u) as q(u,v)=O(1), note for M≈d
2
 the above holds for v,v≈d. Therefore by theorem 2 as the 

required t,d are such that 
t

d
is an approximation to 

e

N
, (d,t) is a short vector for the given quadratic form 

q(d,t)=M 



( 

ē

N
)d−t

2

+ 
1

M
d

2
, for M≈d

2
.  

□ 

Note 1  The search of convergents 
t

d
 leading to solution (p,q,d) may be obtained form the class of short vectors(d,t) for 

q(d,t)=M(  
e

N
d−t)

2
+ 

1

M
d

2
 for an appropriate choice of M. In the following theorem it is proved that such M is possible under 

certain restrictions to d. This process can be interpreted as Wiener Attack via lattice reduction.  

Theorem 7 (Wiener’s attack via Lattice Reduction): Let N=pq, for q<p<2q be the modulus for RSA, e be the public 

enciphering exponent and d be the deciphering exponent. If d≤ 
N

 
1

4

 6
, then there is a M such that (d,t) is a short vector of the 

quadratic form, q(d,t)=M 



( 

ē

N
)d−t

2

+ 
1

M
d

2
, where (   

e

N
) is a decimal approximation of 

e

N
 to precision 

1

M
.  

Proof.  By theorem 2 as the required t,dare such that 
t

d
is an approximation to 

e

N
, we have by above theorem that (t,d) is a short 

vector for a quadrtaic form  
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 q(d,t)=M 








( 
ē

N
)d−t

2

+ 
1

M
d2  

for M=10
l
 for some approprite l, such that d≈ M. Now to find (d,t) we search this appropriate M in the following: Let d(N) be 

the number of digits in N and let  

 r= 

[Sorry. Ignored \begin{cases} ... \end{cases}] 

Note for 1≤s≤r, we have M
s
≤N

 
1

4 for M
s
=10

s
 and if d≤ 

N
 
1

4

 6
 we have d

2
≤10

l
 for some l with l≤r, therefore varying s in the 

range 1≤s≤r, as s reaches l, we have d
2
≈M

l
 and the corresponding short vector is the required (d,t). Further note for d> 

N
 
1

4

 6
, 

t

d
 

need not be a convergent of 
e

N
, that is 

t

d
 need not be an approximation of 

e

N
 to precision 1/M and M=10

l
and hence (d,t) need not 

be obtained as a short vector of the quadratic form for some M, 

□ 

After computing the short vector (d
s
,t

s
), the implementation of Wiener Attack is as follows:  

Theorem 8 (Implementation of Wiener’s attack): Let d≤ 
N

 
1

4

 6
 and letM=10

s
 for 1≤s≤r, then for short vector (d

s
,t

s
) of the 

quadratic form,  

 q(d,t)=M 








( 
ē

N
)d−t

2

+ 
1

M
d2  

take ϕ'(N)= 

ed
s
−1

t
s

,x
s
= 

N−ϕ'(N)+1

2
 and y

s
= x

s

2
−N. If x

s
,y

s
∈N, then the private key (q,p,d)=(x

s
−y

s
,x

s
+y

s
,d

s
) .  

Algorithm: 
Step 1:Start 

Step 2:Input e,N. 

Step 3:Compute 
e

N
 to r decimals, where 

 

 r= 

[Sorry. Ignored \begin{cases} ... \end{cases}] 

Step 4:Set i=1. 

Step 5: Set M=10
i
,   

e

N
= 

e

N
 corrected to i decimal places. 

Step 6:Set  

 B= 











 

 
1

 M
0

 ( 
e

N
) M− M

 

Apply LLL algorithm to B
T
 and then obtain unimodular transformation matrix U=B

−1
(B')

T
, where B' is the resultant obtained 

using LLL  

 U= 






 
ab

cd
 

Set t=|c|,d=|a| 

Step 7:Compute ϕ(N)= 
ed−1

t
, x= 

N−ϕ(N)+1

2
,y= x

2
−N. 

Step 8: If ϕ(N),x,y∈N, then (q,p,d)=(x−y,x+y,d), otherwise i=i+1 and go to step 5. 
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Example: Consider e=3459535840289554677051000699067013075555029883 and 

N=72291123781684984053644472865189706550909736487 public key for RSA. 

We have d(N)=47 and r=24. Now, for 1≤s≤r, we take M=10
s
 and compute (d

s
,t

s
) the short vector of the quadratic form,  

 q(d,t)=M 








( 
ē

N
)d−t

2

+ 
1

M
d2  

,where   
e

N
 the decimal approximation of 

e

N
 to precision 

e

N
. 

And 
e

N
=0.04785561019548060948671823257681123320281356030049226976...... . Now our aim is to find the private key 

(q,p,d.).  

Start Choosing M=10
1
 and find the decimal expansion of 

e

N
 to 1 corrected decimals. Construct matrix B and apply LLL 

algorithm to B
T
 and find the short vector, if this short vector is desired convergent. Then stop, otherwise update M=10

2
 and 

repeat the procedure till we obtain a short vector which is desired convergent. In this case, we didn’t get the required convergent 

till M=10
12

 as none of the short vectors satisfy Wiener implementation theorem. Now, update M=10
13

 and find the decimal 

expansion of 
e

N
 to 13 corrected decimals. Then, ,   

e

N
=0.0478556101955. Now construct the matrix B and apply LLL algorithm to 

B
T
 :  

 BT= 






 
31239/98786391826 36625546597/242020

0 −289221914799/91460
 

Now, the LLL matrix, B' is given by :  

 B'= 






 
−38566013733/98786391826−83777387/1106757460

−47941837281/987863918261365400829/553378730
 

Now, B
−1

 is given by:  

B−1= 






 
98786391826/31239 0

16545596894955987515425906/109332576099908534061−91460/289221914799
 

Finally, the unimodular integral transformation matrix is given by:  

 U= 






 
−1234547−1534679

−59080 −73443
 

Now, required convergent is given by, 
t

d
=| 

−59080

−1234547
|= 

59080

1234547
. Then, by Weiner implementation theorem,we get: 

ϕ'(N)= 
ed−1

t
 

= 
(3459535840289554677051000699067013075555029883)(1234547)−1

59080
 

=72291123781684984053643902505603991052593694600,  

x’= 
N-(N)+1

2
 

= 
72291123781684984053644472865189706550909736487-72291123781684984053643902505603991052593694600+1

2
 

=285179792857749158020944 

y’= x’
2
-N 

=95059930952550841978907. 

Finally, the private key 

(q,p,d)=(x'−y',x'+y',d)=(190119861905198316042037,380239723810299999999851,1234547). The process of this example is 

given in the following table. 

 

[Sorry. Ignored \begin{sidewaystable} ... \end{sidewaystable}] 

[Sorry. Ignored \begin{section} ... \end{section}] 
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